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Event Information

Number: 188645930
Title: Search Engine Optimization Solution
Type: SQST Request for Proposal
Issue Date: 7/11/2024
Response Deadline: 8/8/2024 01:45 PM (ET)
Notes: Clemson University is seeking proposals for the acquisition and implementation of a

comprehensive Search Engine Optimization(SEO) solution and content performance
marketing platform.

Bid Activities

Deadline for Receipt of Questions 7/25/2024 12:00:00 PM (ET)

Please submit all questions in writing via email to the Procurement Manager Kevin Finan at kfinan@clemson.edu by
no later than 12 PM Clemson, SC time on July 25, 2024. After received questions they will be gathered and sent to the
user(s) for answer and then will be posted as an addendum to this original RFP.

Bid Attachments

Bid Scope of Work SEO-Platform KF71124.pdf Download

This is the Scope of Work associated with this RFP, your submission must be in accordance and address all items
requested in this document.

Bidding-Termsconditions-D.pdf Download

Bidding- Terms and Conditions- RevD.pdf

clemson-university-standard-terms-of-purchase-effective-november-15,-20202-F.pdf Download

Clemson university standard terms of purchase effective november-15,-20202- Rev F - 12/2020

IMPORTANT TAX NOTICE.doc Download

Withholding Requirements for Payments to Nonresidents.

Bid Attributes

1 Opening Proposals - Information not Divulged

In competitive sealed proposals, neither the identity or number of offerors, nor prices will be divulged at opening. [§
11-35-1530 & R. 19-445.2095(c) (1)] 

2 Award Criteria - Proposals

Award will be made to the highest ranked, responsive and responsible Offeror whose offer is determined to be the
most advantageous to the University.
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3 Terms & Conditions

You agree to be bound by the terms of the Solicitation which include this document, Clemson University Standard
Bidding Terms and Conditions and Clemson University Standard Terms of Purchase (available for reference in the
Bid Attachment Section of this package, and/or (https://www.clemson.edu/procurement/suppliers/terms.html). You
agree to hold Your Offer open for a minimum of sixty (60) calendar days after the Opening Date. We agree to all
terms and conditions contained in the bid. 

 Agree
(Required: Check if applicable)

4 Contradictory Terms

You agree that your bid does not include either modifications to any of this solicitation’s contractual requirements or
any other Vendor standard terms and conditions. Doing so may make your bid non-responsive and not considered
for award. If you have questions or would like Clemson to consider alternate terms or requirements, you are
required to submit questions to the procurement officer prior to the noted deadline for receipt of questions. If there
is not a deadline for receipt of questions, any deviations must be submitted to the procurement officer three (3)
calendar days prior to the bid closing date/time. Clemson is not required to accept changes, but will address
changes as necessary with an amendment to the solicitation.

 Agree
(Required: Check if applicable)

5 Conflict of Interest

DISCLOSURE OF CONFLICTS OF INTEREST OR UNFAIR COMPETITIVE ADVANTAGE

(“OCI FAQ for Contractors” is available at www.procurement.sc.gov)

(a) You certify that, to the best of your knowledge and belief:

(1) your offer identifies any services that relate to either this solicitation or the work and that have already been
performed by you, a proposed subcontractor, or an affiliated business or consultant of either; and

(2) there are no relevant facts or circumstances that may give rise to an actual or potential organizational conflict of
interest, as defined in S.C. Code Ann. Reg. 19-445.2127, or that your offer identifies and explains any unfair
competitive advantage you may have in competing for the proposed contract and any actual or potential conflicts of
interest that may arise from your participation in this competition or your receipt of an award.

(b) If you, a proposed subcontractor, or an affiliated business or consultant of either, have an unfair competitive
advantage or a significant actual or potential conflict of interest, the State may withhold award. Before withholding
award on these grounds, the State will notify you of the concerns and provide a reasonable opportunity for you to
respond. The State may consider efforts to avoid or mitigate such concerns, including restrictions on future
activities.

(c) The certification in paragraph (a) of this provision is a material representation of fact upon which the State will
rely when considering your offer for award. [02-2A047-3]

 
 

 

 

 

 

 

 
(Required: Maximum 4000 characters allowed)
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6 SC Taxes

Do you collect South Carolina Taxes?
Do NOT include taxes in your bid price.
Taxes are not included in my bid price.

 Yes   No   I Agree
(Required: Check only one)

7 Submitting your offer or modification

(a) Offers and offer modifications must be submitted by submitting your offer electronically in the Clemson online
bidding system (Ionwave). (b) If you are responding to more than one solicitation, you must submit separate bids for
each solicitation. (c) Facsimile, hardcopy, or e-mail offers, modifications, or withdrawals, are NOT authorized.

8 Subcontractor - Identification

If you intend to subcontract, at any tier level, with another business for any portion of the work and that portion
either (1) exceeds 10% of your cost, (2) involves access to any “government information,” as defined in the clause
entitled “Information Security - Definitions,” if included, or (3) otherwise involves services critical to your
performance of the work (err on the side of inclusion), your offer must identify that business and the work which
they are to perform. Identify potential subcontractors by providing the business name, address, phone, taxpayer
identification number, and point of contact. In determining your responsibility, the state may contact and evaluate
your proposed subcontractors.

 

 

 

 

 

 
(Optional: Maximum 4000 characters allowed)

9 Contract Documents & Order of Precedence–Software Licensing–Single Agency

Notwithstanding the clause entitled "Contract Documents & Order of Precedence," but as provided in the clause
titled “Software Licensing Agreements–Single Solicitation,” any contract awarded pursuant to this solicitation shall
not include a software licensing agreement. Further, the document titled South Carolina Standard Amendment To
End User License Agreements For Commercial Off-The-Shelf Software – Single Agency, which is attached hereto
as an exhibit, is offered as information only and does not form part of the contract.
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Information Security - Definitions

The following definitions are used in those clauses that cross reference this clause. Compromise means disclosure
of information to unauthorized persons, or a violation of the security policy of a system in which unauthorized
intentional or unintentional disclosure, modification, destruction, or loss of an object may have occurred. Without
limitation, the term “compromise” includes copying the data through covert network channels, or copying the data to
unauthorized media, or disclosure of information in violation of any obligation imposed by this contract. Data means
a subset of information in an electronic format that allows it to be retrieved or transmitted. Government information
means information (i) provided to Contractor by, or generated by Contractor for, the using governmental unit, or (ii)
acquired or accessed by Contractor as a result of performing the Work. Without limiting the foregoing, government
information includes any information that Contractor acquires or accesses by software or web-based services,
which includes, without limitation, any metadata or location data. Government information excludes unrestricted
information. Information means any communication or representation of knowledge such as facts, statistics, or
opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual.
Information system means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information. Public information means any specific
information, regardless of form or format, that the State has actively and intentionally disclosed, disseminated, or
made available to the public. Information is not public information solely because it may be subject to inspection
pursuant to an unfulfilled public records request. Software means any computer program accessed or used by the
Using Governmental Unit or a third party pursuant to or as a result of this contract. Third party means any person or
entity other than the Using Governmental Unit, the Contractor, or any subcontractors at any tier. Unrestricted
information means (1) public information acquired other than through performance of the work, (2) information
acquired by Contractor prior to contract formation, (3) information incidental to your contract administration, such as
financial, administrative, cost or pricing, or management information, and (4) any ideas, concepts, know-how,
methodologies, processes, technologies, techniques which Contractor develops or learns in connection with
Contractor’s performance of the work. Web-based service means a service accessed over the Internet and
acquired, accessed, or used by the using governmental unit or a third party pursuant to or as a result of this
contract, including without limitation, cloud services, software-as-a-service, and hosted computer services.
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Information Security - Safeguarding Requirements

(a) Definitions. The terms used in this clause shall have the same meaning as the terms defined in the clause titled
Information Security – Definitions. In addition, as used in this clause— Clearing means removal of data from an
information system, its storage devices, and other peripheral devices with storage capacity, in such a way that the
data may not be reconstructed using common system capabilities (i.e., through the keyboard); however, the data
may be reconstructed using laboratory methods. Intrusion means an unauthorized act of bypassing the security
mechanisms of a system. Media means physical devices or writing surfaces including but not limited to magnetic
tapes, optical disks, magnetic disks, large scale integration memory chips, and printouts (but not including display
media, e.g., a computer monitor, cathode ray tube (CRT) or other (transient) visual output) onto which information is
recorded, stored, or printed within an information system. Safeguarding means measures or controls that are
prescribed to protect information. Voice means all oral information regardless of transmission protocol. (b)
Safeguarding Information. Without limiting any other legal or contractual obligations, contractor shall implement and
maintain reasonable and appropriate administrative, physical, and technical safeguards (including without limitation
written policies and procedures) for protection of the security, confidentiality and integrity of the government
information in its possession. In addition, contractor stall apply security controls when the contractor reasonably
determines that safeguarding requirements, in addition to those identified in paragraph (c) of this clause, may be
required to provide adequate security, confidentiality and integrity in a dynamic environment based on an assessed
risk or vulnerability. (c) Safeguarding requirements and procedures. Contractor shall apply the following basic
safeguarding requirements to protect government information from unauthorized access and disclosure: (1)
Protecting information on public computers or Web sites: Do not process government information on public
computers (e.g., those available for use by the general public in kiosks, hotel business centers) or computers that
do not have access control. Government information shall not be posted on Web sites that are publicly available or
have access limited only by domain/Internet Protocol restriction. Such information may be posted to web pages that
control access by user ID/password, user certificates, or other technical means, and that provide protection via use
of security technologies. Access control may be provided by the intranet (versus the Web site itself or the
application it hosts). (2) Transmitting electronic information. Transmit email, text messages, blogs, and similar
communications that contain government information using technology and processes that provide the best level of
security and privacy available, given facilities, conditions, and environment. (3) Transmitting voice and fax
information. Transmit government information via voice and fax only when the sender has a reasonable assurance
that access is limited to authorized recipients. (4) Physical and electronic barriers. Protect government information
by at least one physical and one electronic barrier (e.g., locked container or room, login and password) when not
under direct individual control. (5) Sanitization. At a minimum, clear information on media that have been used to
process government information before external release or disposal. Overwriting is an acceptable means of clearing
media in accordance with National Institute of Standards and Technology 800–88, Guidelines for Media Sanitization,
at http://csrc.nist.gov/ publications/nistpubs/800-88/NISTSP800-88_with-errata.pdf. (6) Intrusion protection. Provide
at a minimum the following protections against intrusions and compromise: (i) Current and regularly updated
malware protection services, e.g., anti-virus, antispyware. (ii) Prompt application of security-relevant software
upgrades, e.g., patches, service packs, and hot fixes. (7) Transfer limitations. Transfer government information only
to those subcontractors that both require the information for purposes of contract performance and provide at least
the same level of security as specified in this clause. (d) Subcontracts. Any reference in this clause to Contractor
also includes any subcontractor at any tier. Contractor is responsible for, and shall impose by agreement
requirements at least as secure as those imposed by this clause on, any other person or entity that contractor
authorizes to take action related to government information. (e) Other contractual requirements regarding the
safeguarding of information. This clause addresses basic requirements and is subordinate to any other contract
clauses or requirements to the extent that it specifically provides for enhanced safeguarding of information or
information systems.

1
2

Information Security - Location of Data

Notwithstanding any other provisions, contractor is prohibited from processing, storing, transmitting, or accessing
government information, as defined in the clause titled Information Security - Definitions, outside the continental
United States. For clarity, this obligation is a material requirement of this contract and applies to subcontractors at
any tier.
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Information Use and Disclosure

(a) Definitions. The terms used in this clause shall have the same meaning as the terms defined in the clause titled
Information Security – Definitions. (b) Legal mandates. Contractor shall be permitted to use, disclose, or retain
government information to the limited extent necessary to comply with any requirement imposed on Contractor by
law. If it is necessary for Contractor to use, disclose, or retain government information in order to comply with a law,
Contractor shall provide using governmental unit with written notice, including a description of the circumstances
and applicable law, in advance of such use, disclosure or retention except to the extent expressly prohibited by law.
(c) Flow down. Any reference in this clause to Contractor also includes any subcontractor at any tier. Contractor is
responsible for, and shall impose by agreement the requirements of this clause on, any other person or entity that
contractor authorizes to take action related to government information. (d) Collecting Information. Contractor must
gather and maintain government information only to the minimum extent necessary to accomplish the work. (e)
Rights, Disclosure and Use. Except as otherwise expressly provided in this solicitation, Contractor agrees NOT to
either (1) use or disclose government information, or (2) retain government information after termination or
expiration of this contract. Contractor acquires no rights in any government information except the limited rights to
use, disclose and retain the government information in accordance with the terms of this solicitation. To the extent
reasonably necessary to perform the work, Contractor may: (i) use (including access, process, transmit, and store)
and maintain the government information itself; and (ii) disclose government information to persons having a need-
to-know (e.g., subcontractors). Before disclosing government information to a subcontractor or third party,
Contractor shall give the using governmental unit detailed written notice of both the reason for disclosure and the
identity and location of the recipient. The notice shall be provided no later than fifteen (15) business days in
advance of the disclosure. (f) Return. Notwithstanding the using governmental unit’s failure to perform or the
pendency of a dispute, Contractor agrees to promptly deliver to the using governmental unit (or destroy, at the
using governmental unit’s option) all government information in its possession as and upon written request of using
governmental unit (provided that, if the contract has not expired or been terminated, Contractor shall be excused
from the performance of any work reasonably dependent on Contractor’s further access to such government
information). (g) Privacy Policy & Applicable Laws. Without limiting any other legal or contractual obligations
imposed by this contract or the law, Contractor shall (a) comply with its own privacy policies and written privacy
statements relevant to the work, and (b) comply with (1) all laws applicable to Contractor regarding government
information, and (2) all laws and standards identified in the clause, if included, entitled Information Use and
Disclosure – Standards. (h) Actions Following Disclosure. Immediately upon discovery of a compromise or improper
use of government information, Contractor shall take such action as may be necessary to preserve forensic
evidence and eliminate the cause of the compromise or improper use. As soon as practicable, but no later than
twenty-four hours after discovery, Contractor shall notify using governmental unit of the compromise or improper
use, including a description of the circumstances of the use or compromise. As soon as practicable after discovery,
Contractor shall undertake a thorough forensic investigation of any compromise or improper use and provide the
using governmental unit all information necessary to enable the using governmental unit to fully understand the
nature and extent of the compromise or improper use. With regard to any compromise or improper use of
government information, Contractor shall: (1) provide any notification to third parties legally required to be provided
such notice by Contractor, and if not (e.g., if legally required of the using governmental unit), Contractor shall
reimburse using governmental unit for the cost of providing such notifications; (2) pay all costs and expenses for at
least two years of identity theft monitoring services (including without limitation, credit monitoring) and identity theft
restoration services for any such affected individuals receiving notice where such services are appropriate given
the circumstances of the incident and the nature of the information compromised; (3) undertake any other
measures that are customary and reasonable for an entity to take when experiencing a similar disclosure, (4) pay
any related fines or penalties imposed on the using governmental unit, and (5) reimburse the Using Governmental
Unit all costs reasonably incurred for communications and public relations services involved in responding to the
compromise or improper us. Notwithstanding any other provision, contractor’s obligations pursuant to this item (h)
are without limitation. (i) Survival & Remedy. All the obligations imposed by this paragraph are material. The
obligations of this section shall survive termination or expiration of the contract. Without limiting any rights the using
governmental unit may have, and notwithstanding any other term of this contract, Contractor agrees that using
governmental unit may have no adequate remedy at law for a breach of Contractor's obligations under this clause
and therefore the using governmental unit shall be entitled to pursue equitable remedies in the event of a breach of
this clause.
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Information Use and Disclosure - Standards

To the extent applicable: (a) Breach of security of state agency data; notification; rights and remedies of injured
parties; penalties; notification of Consumer Protection Division, S.C. Code Ann. Section 1-11-490. (b) South
Carolina Financial Identity Fraud and Identity Theft Protection Act (FIFITPA), 2008 Act 190, as amended. Solely for
purposes of Section 39-1-90 of the South Carolina Code of Laws, as amended, Contractor is deemed to be the
owner of government information, as defined herein, and Contractor agrees that the Using Governmental Unit is not
a licensee. (c) The South Carolina Family Privacy Protection Act of 2002, S.C. Code Ann. Sections 30-2-10, et seq.
(d) Personal Identifying Information Privacy Protection, S.C. Code Ann. Sections 30-2-310 et seq. (e) Data Breach
Notification, 2014 Act No. 286, Section 117.117, as revised in any future annual appropriations act.

1
5

Software Licenses

Proprietary Software: Proprietary software is non-custom written, non-made for hire computer software supplied by
the contractor and documentation used to describe, maintain and use the software. License: The State is hereby
granted a non-exclusive, fully paid perpetual license to use the proprietary software acquired hereunder. Title: Title
to any proprietary software provided by the Contractor to the State will remain with the Contractor. Trade Secrets:
The State agrees that the proprietary software is a trade secret of the contractor. The State agrees to take
reasonable precautions to protect the trade secret nature of the proprietary software and to prevent its disclosure
to unauthorized personnel. The license herein granted cannot be transferred, assigned, or made available by the
State for use by any other individual, firm, partnership, or legal entity not affiliated, associated, or connected with
the State without the prior expressed written consent of the contractor, which consent will not be unreasonably
withheld. Such transfer shall also be conditioned upon the execution by the transferee of a written declaration
agreeing to be bound by the terms and conditions of confidentiality provided for in this section. Source Code:
Source code includes files used by assembly, basic, c or other language compatibles to produce object modules for
linkage into applications programs. The source code media will contain source code, files for compiling and linking
software, and any other files and documentation available in machine-readable form to facilitate compiling and
linking the code. In the event the contractor, at any point during the continued installation and operation of the
products acquired under this contract, discontinues the conduct of business, or for any reason fails to continue to
support its proprietary software, it will either make provision for the continued support under the same terms and
conditions or provide the State with a copy of the source code for said proprietary software, at no expense to the
State. Export Control: The State acknowledges that the products acquired hereunder may be licensable by the U. S.
Government. It further acknowledges that a valid export license must be obtained from the Department of
Commerce prior to export of said products. Customized Software: Customized software is made-for-hire, custom
written and customer specific software or customizations to proprietary software developed for the State by
contractor and documentation used to describe, maintain and use the software. Title: Title to the customized
software vests in the State as set forth herein. Contractor shall thereafter have no right, title or interest in any
customized software. As herein used, title includes providing to the State all intellectual elements of the customized
software including, but not limited to, developmental work product, notes, object and source codes, documentation,
and any other items which would aid the State in understanding, using, maintaining, and enhancing said customized
software. Software Tools: The contractor shall provide to the STATE, simultaneous with its initial installation, and any
subsequent enhancements, upgrades, fixes, etc., software tools (including, but not limited to compilers, editors,
etc.) that the STATE would require to maintain or enhance the customized software. The price for said tools and the
cost to train State personnel to maintain and/or to enhance the customized software shall be noted separately and
included in the contractor’s cost proposal submitted to the State in response to the State’s solicitation. Escrow for
Source Code: In the event the contractor at any point during the continued installation and operation of the
software herein acquired discontinues the conduct of business or for any other reason fails to continue to support
the software, the state shall be provided a copy of the source code for said software within thirty days at no
expense to the State. For the effective term of this contract, contractor will provide, to a mutually agreed upon
escrow agent in the United States, the most recent version of the source code on magnetic media. Proprietary
source code shall be deposited into the escrow account within fifteen (15) days of the initiation of the contract, or
any major update, non-customized enhancement, version or release of said licensed software. The source code
may be accessed only upon the following conditions: a. Contractor refuses to provide software maintenance, bug
fixes, upgrades, updates and/or enhancement services under the terms set forth in this contract or as generally
provided similarly situated customers; or b. Contractor ceases to do business or exist as a valid business entity, as
evidenced by an adjudication of bankruptcy or other definitive measure of cessation of operations. With regards to
proprietary software, the state may not sell, assign lease, or otherwise provide said source code(s) to any other
person or entity, regardless of modification, without the express written consent of contractor, its successors, and
assigns.
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Service Provider Security Representation

The following obligations are subordinate to any other contract clause to the extent the other clause specifically
provides for enhanced safeguarding of government information, applicable information systems, or applicable
organizations. Offeror (i) warrants that the work will be performed, and any applicable information system (as
defined in the clause titled “Information Security - Definitions”) will be established and maintained in substantial
conformity with the information provided in Offeror’s Response to SPSAQ; (ii) agrees to provide the Using
Governmental Unit with prompt notice of any material variation in operations from that reflected in the Response to
SPSAQ; and (iii) agrees to comply with all other obligations involving either information security or information use
and disclosure imposed by the contract, notwithstanding any inconsistent statement in Offeror’s Response to
SPSAQ. To the extent Offeror’s Response to SPSAQ does not conform to any other contractual requirements, the
Using Agency’s lack of objection does not constitute a waiver. 
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Software Licensing Agreements - Single Solicitation

(a) Definitions. As used in this clause, these terms are defined as follows: “Commercial Off-The-Shelf (COTS)
Software” means software used with no customization and for which source code is not made available to licensees.
“Configuration” means any customer-specific modification to software that does not require changes to the
software’s source code, such as rules-based, rules engine based, or parameter driven modifications to configure
the software. “Customization” means any customer-specific modification to software that requires changes to the
software’s source code. “Firmware” means software sold or licensed only in conjunction with machines, designed for
execution only on a machine with which it is provided, designed only for machines other than a dedicated computer,
and embedded into or installed on the machine by the machine’s manufacturer or seller. "Licensor" means an entity
that owns the intellectual property rights for an item of software or has the authority to license or sublicense the
software directly to the using governmental unit. "Piggyback” means the document attached to this solicitation and
entitled South Carolina Standard Amendment To End User License Agreements For Commercial Off-The-Shelf
Software – Single Agency, which serves as South Carolina's standard amendment to a licensor's standard software
licensing agreement (regardless of how denominated, e.g., master software licensing agreement, end user license
agreement) for COTS. [Note: While the piggyback is generally indicative of what the State finds acceptable, terms in
a Licensor’s standard software licensing agreement may need to be negotiated.] "Software" means a combination
of computer instructions and data definitions that enable computer hardware to perform computational or control
functions, excluding firmware. "Software licensing agreement" means any agreement, regardless of how designated,
that defines the intellectual property rights for, or the rights to use, any software product. A software licensing
agreement must address only terms directly associated with licensing the right to use the software and must not
address any of the work governed by the contract or any services (other than warranty services regarding the
software code or associated documentation). “Software maintenance” means the process of modifying software
after delivery to correct faults, improve performance or other attributes, or adapt to a changed environment.
(Reference ISO/IEC 14764:2006, as amended or superseded.) Software maintenance does not include any
customization or configuration. “Software product” means any COTS which you propose to provide pursuant to the
contract. “Source code” means computer instructions and data definitions expressed in a form suitable for input into
an assembler, compiler or other translator. (b) Contract and Software Licensing Agreement are Separate. The State
seeks to establish related but independent agreements, one with each applicable licensor of COTS and one with
the contractor - regardless of whether the licensor and the contractor are the same or different entities. As provided
in the clause titled “Bid / Proposal As Offer To Contract,” a contract between the State and the contractor results
from an award made pursuant to this solicitation. In contrast, the State’s acceptance of your offer does not serve as
the State’s acceptance of any software licensing agreement; rather, software licensing agreements must be
separately executed in order to be binding, regardless of whether the license to use the software will be granted by
you or a third party. The contract, as defined in the clause titled "Definitions,” will address all work (excluding the
use rights for any software product) and all terms regarding pricing, payment, and delivery of any software product.
Accordingly, the State intends to pay contractor in order to acquire license rights for any software product, but the
license rights will be governed by a software licensing agreement with the licensor. (c) Critical Instructions. (1) Your
offer must identify each software product you propose to provide, identify the licensor, and explain which of the
following licensing models apply: (i) you intend to license (or sublicense) the item directly to the State, or (ii) you
intend to "resell" or distribute the item to the State (with licensing handled directly with the third-party licensor). You
should use the Software Table attached to this solicitation to assist you in providing this information. (2) Your offer
must NOT include any software licensing agreements; however, for any software product identified in your offer, you
must submit a software licensing agreement upon request of the procurement officer. You must be prepared to
provide any requested software licensing agreement within one business day of receiving a request. (3) Regardless
of your licensing model, your price must include the cost of providing every software product you propose to
provide to the State and those terms will form part of the contract. (d) Pre-Condition of Award. If the work you are
offering to perform is dependent upon the licensing of a software product by the State and the State is unsuccessful
in negotiating an acceptable software licensing agreement for any software product for which it finds such an
agreement necessary, your offer will be rejected. To facilitate the timely and successful negotiation of a software
licensing agreement deemed necessary by the State, the State may ask you, after opening but prior to award, to
acquire from the licensor an executed copy of the piggyback. You should communicate with the licensors for any
major or critical software product well in advance of submitting a proposal, and licensors should be informed that
few changes will be made to the piggyback. [The State already has, and continues to enter into, standing,
statewide, licensing agreements for a variety of computer programs. Without limiting any of the above requirements,
an applicable agreement may already exist for one or more items of COTS you have identified.]
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TERM OF CONTRACT - OPTION TO RENEW

TERM OF CONTRACT - OPTION TO RENEW: At the end of the initial term, and at the end of each renewal term,
this contract shall automatically renew for a period of year(s), month(s), and day(s), unless contractor receives
notice that the state elects not to renew the contract at least thirty (30) days prior to the date of renewal.
Regardless, this contract expires no later than the last date stated on the final statement of award.

 Agree
(Required: Check if applicable)

1
9

List or MSRP Price

Enter the total list price or manufacturer suggested retail price (MSRP) for all equipment requested herein.

$
(Required: Numbers only)

2
0

Quality - New

All items must be new.

2
1

Protest - CPO - ITMO Address

If you are aggrieved in connection with the solicitation or award of the contract with an actual or potential value of
$50,000 (fifty thousand dollars) or more, you may be entitled to protest, but only as provided in Section 11-35-4210.
To protest a solicitation, you must submit a protest within fifteen days of the date the applicable solicitation
document is issued. To protest an award, you must (i) submit notice of your intent to protest within seven business
days of the date the award notice is posted, and (ii) submit your actual protest within fifteen days of the date the
award notice is posted. Days are calculated as provided in Section 11-35-310(13). Both protests and notices of
intent to protest must be in writing and must be received by the appropriate Chief Procurement Officer within the
time provided. The grounds of the protest and the relief requested must be set forth with enough particularity to
give notice of the issues to be decided.

Any protest for this solicitation must be addressed to the Chief Procurement Officer, Materials Management Office,
and submitted in writing (a) by email to protest-mmo@mmo.state.sc.us, (b) by facsimile at 803-737-0639, or (c) by
post or delivery to 1201 Main Street, Suite 600, Columbia, SC 29201.

 

 

 

 

 

 
(Optional: Maximum 4000 characters allowed)

Bid Lines

1 Search Engine Optimization Solution
(Response required)

Quantity: 1 UOM: EA Unit Price: $ Total: $

Item Notes: The price input here must be your complete 5 year price and must be
accurately reflected in your Financial Proposal as this is the price that
will be used for evaluation purposes and if cannot be understood your
bid cold be deemed non-responsive.

Supplier Notes:  

 

 No bid

 Alternate specification
(Attach separate sheet)

 Additional notes
(Attach separate sheet)

Deadline: 8/8/2024 01:45 PM (ET) 188645930Page 11 of 12 pages

mailto:


Supplier Information

Company Name:

Contact Name:

Address:

 

 

 

Phone:

Fax:

Email:

Supplier Notes

 

 

 

 

 

 

 

 

By submitting your response, you certify that you are authorized to represent and bind your company (named as the
Supplier listed above in your profile). (a) If the Offeror is an individual, the Offer must be submitted/digitally signed by that
individual. If the Offeror is an individual doing business as a firm, the Offer must be submitted in the firm name, digitally
signed by the individual, and state that the individual is doing business as a firm. (b) If the Offeror is a partnership, the
Offer must be submitted in the partnership name, followed by the words by its Partner, and signed by a general partner.
(c) If the Offeror is a corporation, the Offer must be submitted in the corporate name, followed by the digital signature and
title of the person authorized to sign. (d) If Offer is from a joint venture (JV), please provide details in the Supplier Notes
section above explaining the JV and indicate who is approved to bind the JV.

Print Name Signature

Deadline: 8/8/2024 01:45 PM (ET) 188645930Page 12 of 12 pages
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Scope of Work 
 

 

I.  Scope of Solicitation 

II. Instructions to Offerors 

III. Scope of Work / Specifications 

IV. Terms and Conditions - Special  

V.    Appendices to Scope of Work – Appendix A 
 

I. SCOPE OF SOLICITATION 

 

Clemson University is seeking proposals for the acquisition and implementation of a 

comprehensive Search Engine Optimization(SEO) solution and content performance marketing 

platform. The selected vendor will assist in conducting weekly SEO audits, implementing a 

university wide SEO strategy, and optimizing content to enhance organic traffic and brand 

awareness.  

 

The Division of Marketing and Communications(MarComm) will manage the platform for the 

University. MarComm prefers that the proposed platform provide all functions described in the 

RFP as a fully integrated system and may not consider proposals that do not provide all functions 

or that suggest a combination of various systems, platforms or modules that individually address 

the requirements in this RFP. 

 

Deadline for Receipt of Questions: 

 

Be sure to see the Event Activities in the online bidding system for details on deadlines for 

questions.  Please note there will not be a pre-bid meeting for this solicitation, so it is important 

you note the due date for question submittal under the Activities tab of the online bidding system 

for date and time. 

 

 

II. INSTRUCTIONS TO OFFERORS  

 

 

1. INFORMATION FOR OFFERORS TO SUBMIT - In addition to information requested 

elsewhere in this solicitation, Offerors should submit the following information for purposes 

of evaluation: 

You must attach your complete proposal response as two separate .pdf files in the online 

bidding system – one file as a technical only (i.e. no pricing information) and one file as a 

financial proposal.   

• Failure to submit a minimum of two (2) separate documents will result in 

your bid being deemed non-responsive and removed from further 

consideration.  
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• Submit any additional files if required as redacted proposals. These attachments 

must address all the specific requirements outlined in Section II, Instructions to 

Offerors, as well as Section III: Scope of Work/Specifications. 

 

A. Technical Proposal (as a single .pdf file) that includes, but must not include any 

pricing information:  

a. Cover Letter:  

Offeror shall provide a cover letter that contains a commitment to provide the 

product/services described in this solicitation.  The cover letter must include the 

name and signature of a representative of the Offeror who is authorized to 

negotiate a contract with the University and should summarize the overall benefits 

to selecting your company and what your company considers to be the most 

important factors involved in the selection of SEO platform solution.  

b. Approach/Methodology:  

Detail the approach and methodology you will utilize to meet the deliverables 

required in Section III, including a detailed timeline for setup and training. A 

demo may be requested to showcase the ability to meet these requirements. 

c.   Summary of Vendor’s Proven Success & Experience:  

The Vendor shall provide a summary matrix listing the Vendor’s previous 

projects similar to this Request for Proposal in size, scope and complexity. The 

Vendor must provide narrative descriptions to highlight the similarities between 

their experience and this request for proposal.    

These descriptions must include:  

i. The time period of the project;  

ii. The scheduled and actual completion dates;  

iii. Staff-months expended;  

iv. The Vendor’s responsibilities;  

v. Each project description shall identify whether the work was performed as 

the Prime Contractor or as a Subcontractor. If Vendor performed as the 

Prime Contractor, the description must provide the originally scheduled 

completion date, as well as the actual (or currently planned) completion 

date (or currently planned. Vendor’s experience as Prime Contractor and 

Subcontractor experience must be listed separately.  

vi. Narrative descriptions submitted for Subcontractor work must be 

specifically identified as Subcontractor projects.  

vii. Bidder must provide at least (2) examples of work completed per items i-

vi above as part of their Technical Proposal.  

.  

d. Vendor Key Staff: 

The Vendor is expected to propose sufficient staff with the requisite skills and 

abilities to meet all requirements in this RFP. The Vendor must identify the 

personnel and provide resumes and references for the identified key staff. If the 

Vendor’s methodology deems other staff as key, the Vendor must identify the 

positions, provide representative job descriptions, identify the personnel and 

provide resumes and references. In addition, the Vendor must provide 
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representative job descriptions for any other positions identified in the Vendor’s 

proposed staffing plan. 

e. Additional Value-Added Services:  

Detail any additional value added services or deliverables not addressed by 

Clemson in Section III that you feel would be of value to Clemson. 

f. Work Sample:  

Provide samples of similar systems from similar institutions or give a detailed 

outline/template of the recommendation and assessment.  

g. Training:  

It is VERY IMPORTANT for Vendor to provide training and methods for 

educating staff on the SEO solution.  If consistency of staff through the life of this 

contract cannot be achieved, there should be responsibility on the responding 

proposals to achieve this education by Vendor. 

h. VPAT 

 Copy of the most recent Accessibility Conformance Report based on VPAT 2.3 

 with conformance to WCAG 2.1 AA.  This must be for the software that is being 

 proposed in your Technical Proposal. 

 

B. Cost proposal 

a. The cost of the proposed solutions must be submitted separately from the 

technical proposal. 

b. Cost must be all inclusive of all to include any travel, lodging, and other 

expenses. 

c. All add-on tools or features needed to fulfil the specifications outlined in the 

Scope of Work section (below) should be included in the total cost. 

d. Cost must be entered in the online bidding system where required.  Your separate 

cost proposal may go into more detail in terms of cost breakdown, options, etc…, 

but it must also clearly indicate the cost you enter into the online system.  The 

cost entered into the online system must be for the full 5 years and is the cost that 

will be used for evaluation purposes and should reflect the cost for the base 

technical proposal you are offering in response to this solicitation. If there are 

conflicts in the costs you propose or Clemson cannot clearly determine a total cost 

for your proposal, your response may be deemed non-responsive. 

e. The cost proposal should clearly break down the recurring and the one-time costs 

of your solution as well as showing the recurring costs for years 2-5 of this 

agreement. 

f. Please follow submittal requirements outlined in the Bid Attributes in the online 

bidding system for breakdown of proposals and number of copies that must be 

submitted. 

 

 

III. SCOPE OF WORK / SPECIFICATIONS 

 

Overview 

The Division of Marketing and Communications at Clemson University is seeking the 

solicitation of an enterprise-level SEO platform. Using the insights from the SEO solution (and 
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its support team) we want to implement a university wide SEO strategy to strengthen the 

Clemson.edu domain (technical), grow University brand awareness in key areas (as defined by 

Clemson Elevate) and increase traffic from prospective students to specific academic programs 

(as defined by enrollment management). The tool(s) must be user friendly and accessible.  

 

Background 

Clemson University currently relies on manual SEO audits and limited tools for content 

optimization. Challenges include the lack of immediate insights into prioritizing and fixing SEO 

issues and the time-consuming process of generating content briefs. 

 

Google Search Console and various tools, both paid and free, notify us of errors on Clemson.edu. 

However, we lack clear guidance and understanding of the procedures to address many of these 

issues and the potential impact of implementing fixes. Extensive time has been invested in 

researching diverse SEO issues, leading to uncertainty about the appropriate course of action. An 

enterprise SEO solution would offer prompt insights, aiding in prioritizing and efficiently 

resolving identified issues. 

 

We currently create content briefs for campus partners manually, a process that consumes several 

hours for each briefing and provides somewhat restricted data. Adopting an enterprise SEO 

solution would empower us to generate these briefs within seconds, supported by comprehensive 

data. This enhancement would significantly accelerate the workflow for the web services team 

and university marketers. 

 

Clemson University uses Hannon Hill’s Cascade Content Management System (CMS). It would 

be nice if the SEO platform could integrate with Cascade, but it’s not a requirement. 

 

Requirements 

1. Initial assessment of current organic traffic to help develop SEO strategy.  

2. Development of a systematic approach for website issue resolution. 

3. Conduct weekly SEO audits of Clemson.edu's top-level domain and college websites. 

4. Implement a university wide SEO strategy to strengthen the technical aspects of 

Clemson.edu, increase brand awareness, and drive traffic to specific academic programs. 

5. Create a system for routine website issue resolution and content improvements in 

collaboration with the web services team and collegiate web managers. 

6. Increase our presence on page 1 of search results for strategic areas in which the 

University wants to grow program enrollment and brand awareness. 

7. Easily sharable content briefs based on keyword research. 

8. Generate automatic SEO reports for web managers, web services team, Marcomm 

leaders, and the University's Executive Leadership Team (ELT). 

9. Dashboards or reports to track search engine rankings, content errors, technical errors, 

and the overall impact of SEO efforts. 

 

Implementation/Installation/Setup 

1. Configuration, implementation, and training will begin as soon as possible after the 

award is made. Timelines for configuration, implementation and training need to be 

specified in the submitted proposal. Implementation and set-up are expected to start 
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within 30 days after award is made according to the agreed timeline specified by the 

winning vendor. 

2. Offerors shall provide a detailed implementation plan that includes a timeline with dates 

of initiation, milestones, and completion and include all requirements, if any, for 

university resources that must be used for each step of the implementation. All Clemson-

required resources should be listed in this implementation plan. 

3. Offerors are expected to provide a dedicated SEO expert who will offer strategic counsel, 

training, and team empowerment. The SEO expert is required to conduct a thorough 

assessment of the team's capabilities, pinpointing strengths, and areas for improvement. 

Utilizing this evaluation, the SEO expert will determine the primary digital marketing 

objectives and formulate a practical success strategy. This includes establishing a 

consistent regimen of SEO services, activities, and communications. 

 

 

Project Timeline 

The selected vendor shall provide a detailed implementation plan within 15 business days of 

award that includes a timeline with dates of initiation, milestones, and completion and include all 

requirements, if any, for university resources that must be used for each step of the 

implementation. 

 

Invoicing 

The Division of Marketing and Communications will be purchasing this platform and should be 

invoiced per purchase order instructions.  

 

Clemson’s Responsibilities  

All Clemson-required resources should be listed in the implementation plan outlined under the 

Implementation/Installation/Setup section above. 

 

Training  

The selected vendor must supply technical training on the SEO platform, assistance in 

connecting to other tools (GA4, Search Console, etc.), assistance in developing the SEO strategy, 

and regularly scheduled calls with an account success manager. 

Training can be done via a Video Communications tool (i.e. Zoom, Microsoft Teams, etc.). 

Offerors shall include this training in the proposal. The technical training must be sufficient to 

enable individuals designated by Clemson to fully understand, test, validate, use tools operate 

and instruct others to the features, functions, capabilities and maintenance (e.g., trouble 

identification) of the platform so as to perform all functions effectively and without error.  

Offerors shall identify user groups and recommend additional training resources that might be 

beneficial to Clemson University’s implementation. Additional training throughout the contract 

may be required as new staff is hired.  

 

Service/Support 

Offerors are expected to provide a dedicated SEO expert who will offer strategic counsel, 

training, and team empowerment. Following the implementation phase, regularly scheduled calls 

with an account success manager, access to SEO experts, and assistance in achieving strategic 

goals. 
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The Platform shall have uptime of at least 99.5% excluding scheduled maintenance. 

 

 

IV. TERMS AND CONDITIONS – SPECIAL  

 

1. AWARD CRITERIA:  Offers will be evaluated using only the factors stated below.  

Evaluation factors are stated in the relative order of importance, with the first factor being the 

most important.  Once evaluation is complete, all responsive Offertory will be ranked from 

most advantageous to least advantageous. 

 

A. Approach and Methodology - The degree, completeness, and suitability of the 

Offeror’s proposal to meet the technical requirements, specifications and deliverables 

as outlined in the proposal.  

B. Cost Proposal - Total firm fixed price as outlined in Cost Proposal bullet point 

under the Instructions to Offerors section above.  

C. Qualifications and Experience – The Offeror’s experience and key staff must 

provide evidence of its depth and breadth of experience, and evidence of successful 

past performance with projects of similar size and scope.  

D. Accessibility – The platform meets or exceeds Clemson’s accessibility standards.  

E. Demonstration – Bidders may be invited to provide a virtual demonstration of their 

solution based upon the initial round of scoring. The details of the demonstration will 

be provided prior to the demonstration itself. 

 
 

V. APPENDICES TO SCOPE OF WORK 

CCIT RFP Technical Specifications  

General Requirements 

● All of the selected vendor’s personnel providing services are responsible for protecting 

their access privileges and for maintaining confidentiality and proper use of the 

University’s data in accordance with the University's policy. Personnel will not disclose 

or distribute data in any medium, except as required by responsibilities under the 

contract. 

 

● Solutions must comply with all applicable laws and regulations commonly found in a 

higher education environment as well as timely implementation of compliance with 

future changes to laws and regulations.  Current laws and regulations include, but are not 

limited to:  FERPA, Clery Act, ADA, the Rehabilitation Act of 1973 Section 504 & 508, 

COPPA, HIPAA, etc. Please refer to Clemson’s Privacy Policy, 

http://www.clemson.edu/privacypolicy.html  

 

● Offerors shall provide a detailed implementation plan that includes a timeline with dates 

of initiation, milestones, and completion and include all requirements, if any, for 

http://www.clemson.edu/privacypolicy.html
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university resources that must be used for each step of the implementation. 

 

● The selected vendor must supply initial technical training on the proper use of any 

software solution. Offerors shall include this training in the proposal. The training must 

be sufficient to enable technical individuals designated by Clemson to fully understand, 

test, validate, use tools, and operate and instruct others as to the features, functions, 

capabilities, and maintenance (e.g., trouble identification) of the software so as to 

perform all functions effectively and without error.  Offerors shall identify user groups 

and recommend additional training resources that might be beneficial to Clemson 

University’s implementation. 

Technical 

User Interface 

• Browser Compatibility (if UI is browser based) 

o Offers shall identify all platforms and browsers compatible with proposed 

solution  

• Client (if UI is installed on local systems) 

o Offerors shall identify all operating systems/platforms compatible with 

proposed solution 

o Solution should not require client-side Java but if required, shall be 

compatible with the then current version of Java 

o Solution should not require client-side Flash but if required, shall be 

compatible with the then current version of Flash 

• Mobile Compatibility 

o Offerors shall identify all mobile platforms compatible with proposed 

solution.  

o Prefer iOS because > 80% of all mobile traffic on campus is iOS, but 

should also support other platforms.  

• Virtual Desktop compatibility 

o Offerors shall identify if Virtual desktop configuration is possible and if 

so, what virtual desktop configurations are compatible with proposed 

solution. 

Application Architecture 

• Solution shall utilize currently supported versions of application frameworks 

(Java, PHP, etc.) 

• Offeror should describe any compatibility or interoperability with desktop 

productivity tools (Microsoft Office, etc.) 

• Offeror should describe the Application Programming Interface (API) if available. 

• Offeror should describe the Application Server environment required for the 

proposed solution. 
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• Software sold or licensed to Clemson to be installed, maintained, or run by 

Clemson personnel must not have a dependency on Oracle Java (JDK,SE,EE,or 

ME), unless licensing and maintenance costs for Oracle Java, for the life of the 

product, are included in the purchase price.   Preference for software based on 

Java technology will be given to vendors utilizing the OpenJDK framework. 

• Recommended Architectural designs provided by the offeror shall be resilient and 

able to be run with a minimum of downtime in a cloud environment. 

• No Flash 
 

Database Services 

• Solution shall be compatible with one of the following currently supported 

database technologies: Oracle or MS SQL 

• Offeror should provide technical documentation regarding configuration and 

installation including backup/maintenance scripts for proposed solution 
 

Web Services 

• Solution shall be compatible with CU’s Web Server hosting requirements:  

o For linux-based systems: 

▪ Before 1/1/2015:  Oracle Enterprise Linux 6.x.     

▪ After 1/1/2015: Oracle Enterprise Linux 7.x or above 

o For Windows-based systems: 

▪ Windows Server 2012 R2 or above.    

• Please note the Oracle Enterprise Linux is a variant of RedHat Enterprise Linux 

(RHEL) 
 

Accessibility  

● Offerors must provide an Accessibility Conformance Report (ACR) for their 

solution. 

o The ACR must be based on a Voluntary Product Accessibility Template® 

(VPAT®) version 2.1 or higher, provided by the Industry Technology Industry 

Council (ITIC). 

o The ACR must include conformance to Web Content Accessibility Guidelines 

(WCAG) version 2.0 levels A and AA. 

o The ACR must be completed according to the instructions. 

o If the solution has multiple forms (i.e. web version, desktop version, and mobile 

app), then either the provided ACR clearly covers the results of each form or an 

ACR for each form is provided. 

● Offerors must provide a supplemental accessibility statement including the 

following: 

o The offeror’s commitment to providing accessible solutions. 

o Processes and practices used to ensure accessibility, including the frequency in 

which the ACR is renewed. 

https://www.itic.org/policy/accessibility
https://www.itic.org/policy/accessibility
https://www.itic.org/policy/accessibility
https://www.w3.org/TR/WCAG20/
https://www.w3.org/TR/WCAG20/
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o A list of any unsupported or partially supported criteria in the ACR that have 

since been remediated.  

o A roadmap, including target dates, for remediation of all applicable criteria in the 

ACR that are not listed as supported. 

o Any accessibility or usability features provided by the solution. 

o Any known accessibility limitations of the solution. 

o Any configuration or installation requirements to provide accessibility. 

o Contact information for reporting accessibility issues. 

● If the solution is an authoring tool used to generate electronic content (e.g. 

documents, web pages, multimedia): 

o Offerors must describe how the solution generates accessible content. 

o Offerors should provide documentation to guide end users in the generation of 

accessible content. 

o Offerors should provide samples of accessible generated content. 

● Offerors should be able to demonstrate the following: 

o Operation of the entire application using only the keyboard, including a visual 

focus indicator and logical navigation order. 

o Operation of the application with a screen reader (i.e. JAWS, NVDA, 

VoiceOver). 

o Zooming the text size to 200% without loss of functionality. 

o A color contrast ratio of at least 4.5:1 for text and images of text, with the 

following exceptions: large text should have a 3:1 contrast ratio; decorative text 

and logotypes have no contrast requirements. 

o Where a user can find accessibility features, settings, and support within the 

application, including contact information for assistance. 

Security 

● If data is utilized, processed or otherwise stored in offeror’s solution and subject to any 

regulatory requirements, offeror must describe and provide documentation of processes 

and practices that support the necessary regulatory controls for applicable data elements. 

● if solution requires confidential, sensitive or otherwise protected data transmissions, 

solution shall utilize a secure, encrypted method of transport (e.g. Secure Socket Layer 

(SSL), VPN, etc.) 

● Offeror shall describe in detail the retention of any user activity logs, and other system 

information (including but not limited to unauthorized login attempts, successful logins, 

event times, etc) of the proposed solution. 

• Upon request the offeror shall provide timely review of any actively logs that are 

requested. 

● Solution shall provide multiple (tiered) security levels within the application. (ex: RBAC, 

etc) 

● Offerors should also include documentation of how Clemson University data is kept 

secure and confidential. 

● Customer (CU) will require an Annual review of SOC1 (SSAE16), SOC2 reports for all 

vendor hosted solutions 
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● Offerors shall describe and provide documentation of how data is maintained in backup, 

the extent/duration and method of backups, timely destruction of backups (automated and 

upon request), and destruction (purge) of all client data upon separation. 

● Offeror must describe and document the level of access to client data by offeror’s staff or 

affiliates, safeguards in place to prevent any unauthorized access by offeror’ staff or 

affiliates, and any regular review of access rights, privileges and activity by offeror’s 

staff.  

● We need to add language to confirm our right to audit vendors/supplier their method to 

provide software: 

● Offerors shall be required to disclose whether or not any data, telemetry or otherwise, is 

sent back to the vendor at any time during the license period.  Offerors shall disclose the 

nature of the data and provide representative samples of the data.  If at any time during 

the license period additions are made to the data that is sent back to the vendor, Clemson 

will be notified of the change at least 60 days in advance. 

Disaster Recovery  

● Offerors software shall be compatible with current CU disaster recovery strategies that 

can meet the business expected recovery time objective (RTO) and recovery point 

objective (RPO). 

Integration 

• Authentication 

o Solution shall support one of the following for end user authentication (not required 

for administrator access) 

▪ Shibboleth (Preferred) 

▪ Active Directory authentication integration (Preferred) 

▪ Secure LDAP authentication. 

 

o SHA-1 user/password hashing - any stored passwords must be encrypted 

• API for provisioning - solution should support one of the following 

o REST (Preferred) 

o SOAP 

o NetIQ IDM driver 

o other HTTP based protocols 

Configuration/Deployment Management  

● SaltStack is the configuration/deployment management system used by Clemson 

University. 

● If a CU Hosted system is to be installed or configured by the offeror’s personnel, 

SaltStack “states” should be provided by the offeror to facilitate  automated provisioning 

and configuration.  If unable to  provide the SaltStack “states”, the offeror shall allow in 
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the contract sufficient consulting hours to develop the appropriate Saltstack “states” in 

collaboration with Clemson personnel.  

● Any license management solution based on a physical object, such as a USB key or 

dongle is not acceptable. 

Network  

● Offeror shall describe in detail what network access and bandwidth is required for 

proposed solution. 

● Solution shall be IPV6 compliant 
 

Right to Audit (Fair Audit Clause) 

Contractor agrees to have an independent third party audit performed at least once a year. The 

audit results (generally provided in a SOC report) and the Contractor’s plan for addressing audit 

issues shall be shared with the Institution upon request. 

Physical 

● CU Hosted Solutions: 

o Solution should operate in a virtual server or container environment. 

o Offeror shall describe in detail the minimum and recommended server configurations 

including, but not limited to, Operating System, CPU, Memory, Disk Space, and 

firewall exceptions for each server and instance required. 

o Offeror shall describe in detail any 3rd party software (including version) required for 

the proposed solution.   

o Offeror shall adhere to the standard supported operating systems of Clemson 

University 

● Vendor Hosted Solutions: 

o Data may only be used in such a way as to accomplish the assigned task or as directed 

by Clemson University.  

o Solution shall provide a mechanism for Clemson University to control user and system 

level access to all functions of the hosted system where applicable.  This access should 

include utilizing Clemson University's Shibboleth implementation for user level 

access. 

o Solution shall provide a mechanism for Clemson University to accurately monitor the 

system status including, but not limited to, the up/down status of the hosted system. 

o Vendor shall not store any Clemson University data in a facility outside of the United 

States.  

o Solution shall provide a mechanism to allow Clemson University to receive data files 

for consumption by, but not limited to, the Clemson University Data Warehouse. 

Vendor shall design this transfer in a way as to allow it to be scheduled and fully 

automated as well as fully controlled by Clemson University. 
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o Vendor shall provide Clemson University a mechanism to review and export security 

data from the hosted solution. This data should include, but not be limited to, login 

history, record modifications, and user location information. 

o Customer (CU) will require an Annual review of SOC1 (SSA16) reports 

o CCIT Business Continuity/Disaster Recovery Team will require an annual review of 

the vendor disaster recovery plan or a SOC2 report.  The SOC2 report should indicate 

annual disaster recovery tests proving a recovery time objective (RTO) and recovery 

point objective (RPO) that is acceptable to the purchasers business requirements in the 

event of an event at the vendor site that will impact CU’s ability to do business. 

o CCIT Business Continuity/Disaster Recovery Team will require an exit strategy that 

can be tested annually.  This will consist of a database backup of CU data being 

recoverable at a CU datacenter.  The application may not be present but the system 

administrator should be able to recover the database of CU data at CU primary data 

center and validate record counts. 

o CCIT Business Continuity/Disaster Recovery Team will require the primary and 

secondary hosting site be located a minimum of 150 miles apart and from Clemson, 

SC. 

 

VI. BIDDING SCHEDULE 

Proposal should be broken down showing the following categories: 

• Initial cost of platform 

• Full setup along with recommendations for setup 

• Training 

• Yearly license renewal 

• Maintenance and support for years 1-5 

• Additional modules not included in the initial cost of the system, but that may be 

beneficial to Clemson University.  

 


